OIG and SAO Present:
Mitigating Fraud w/ Control and Security

Georgia's Watchdog for Fraud,

S Q Georgia's Trusted Provider of )
=</ Waste, Abuse, and Corruption

=" Enterprise Business Solutions
















Authority

Investigate fraud, waste, abuse, and corruption in the
executive branch of state government.

- Includes criminal investigations, administrative
investigations of ethics complaints, and evaluations/
inspections.

- Authority to enter upon the premises of any state agency
at any point without prior announcement

- Authority to question any official, officer, or employee
serving in the agency and may inspect and copy any
books, records, or papers in the possession of the agency.



THE STATE OF GEORGIA

EXECUTIVE ORDER

BY THE GOVERNOR:

PREVENTING SEXUAL HARASSMENT
INTHE EXECUTIVE BRANCH OF GOVERNMENT

The State of Georgia does not tolerate sexual harassment in the workplace,
and the State of Georgia is committed to providing a harassment free-
workplace and environment for its employees and all citizens who interact
with state government; and

f"_ .










Values

Integrity - Do the right thing.
Accountability - Take ownership.
Reliability - Do what you say you will do.

Service Excellence - Exceed customer expectations.












[N
2023 CRIME TYPES —
By Complaint Count Ee—
Crime Tvpe Complaints ——

Other
Advanced Fee
Non-payment/Non-Delivery 50,523 Lottery/Sweepstakes/Inheritance 4,168
Extortion 48,223 Overpayment 4,144
39,570 Data Breach 3,727
37,560 Ransomware
I BEC 21,489 I Crimes Against Children 2,361
Threats of Violence
Confidence/Romance 17,823 IPR/Copyright and Counterfeit 1,498
Employment 15,443 SIM Swap 1,075
14,190 Malware 659
Botnet

298,878

55,851

15,778

13,718
9,587

9,521



L
2023 CRIME TYPES continued .
By Complaint Loss e
Crime Type Loss Loss

Investment $4,570,275,683 Extortion $74,821,835
BEC

$2,946,830,270 $70,234,079

$924,512,658 559,641,384

$744,219,879 548,798,103

$652,544,805 Overpayment
Botnet
Government Impersonation $394,050,518 IPhIshN/Spooﬂu $18,728,550
Threats of Violence
Other $240,053,059  Harassment/Stalking $9,677,332
Credit Card/Check Fraud $173,627,614 IPR/Copyright and Counterfeit ~ 57,555,329
Real Estate $145,243,348  Crimes Against Children $2,031,485

Malware

527,955,195

$534,397,222 $22,422,708

$309,648,416 513,531,178

$134,516,577 $1,213,317

$126,203,809

$94,502,836



Rank

00 N O U B W N

Losses by State*

State

$2,159,454,513
$1,021,547,286

$874,725,493
$749,955,480
$441,151,263
$360,334,651
$335,764,223
$324,352,644
$301,001,997

|

10

11
12
13
14
15

Washington
Virginia
Massachusetts
North Carolina
Maryland
Michigan

$288,691,091
$265,073,590
$235,890,173
$234,972,238
$221,520,527
$203,445,988







Hi

I just got off the phone with our finance department and they are requesting that our next payment be sent to

our International company account because of the high charges we are already incurring on our account and
we are as well trying to reduce our tax rate. Kindly let me know if this is possible from your end. We will
appreciate it. Sorry for any inconveniences caused.

Thanks so much again!




Hi

Section 2 is blank because this account is our International company account and does not have Routing
number but SWIFT CODE.

I have included the account number in the VMF form and also the intermediary bank is included in the bank
verification letter attached.

Ne choose to use this account from now on because of the high charges we are incurring on our accounts and
we are as well trying to reduce our tax rate.

Thanks




Hi

Ok thanks, | have refilled the VMF form with our Regions banking details and a letter from the bank too.

‘ease see that it is updated and if you need anything, do no hesitate to let me know.
"-Panks so much again!




The ACH information has been changed as requested.



Record Id: Date | ~— | Direction | — | Calling Number Called Number | ~ |Call Duration | ~ | Total Duration
12/20/2018 11:21 Terminating +1-678-586-4075 _  +1-404- 0:00:07
12/20/2018 11:22 Terminating +1-678-586-4075 _ +1-404- 0:00:11
12/20/2018 11:24 Terminating +1-678-586-4075 _ +1-404- 0:00:12
12/20/2018 11:25 Terminating +1-678-586-4075 _  +1-404- 0:00:08
12/20/2018 11:25 Terminating +1-678-586-4075 _  +1-404- 0:00:11
12/20/2018 11:33 Terminating +1-678-586-4075 _ +1-404- 0:00:10
12/20/2018 11:36 Terminating +1-678-586-4075 _ +1-404- 0:00:10
12/20/2018 11:39 Terminating +1-678-586-4075 _ +1-404- 0:00:09
12/20/2018 11:52 Terminating +1-678-586-4075 _  +1-404- 0:00:08
12/20/2018 11:56 Originating +1-678-586-4075 _  +1-404-

12/20/2018 11:56 Terminating +1-678-586-4075 _  +1-404-
12/20/2018 11:57 Originating +1-678-586-4075 _ +1-404-
12/20/2018 11:57 Terminating +1-678-586-4075 _ +1-404-
12/20/2018 11:58 Terminating +1-678-586-4075 _ +1-404-
12/20/2018 11:59 Terminating +1-678-586-4075 _ +1-404-
12/20/2018 11:59 Originating +1-678-586-4075 _ +1-404-
12/20/2018 12:16 Terminating +1-678-586-4075 _ +1-404-
12/20/2018 12:35 Terminating +1-678-586-4075 _  +1-404-
12/20/2018 13:01 Terminating +1-678-586-4075 _  +1-404-
12/20/2018 13:03 Terminating +1-678-586-4075 _ +1-404-
12/20/2018 13:08 Terminating +1-678-586-4075 _  +1-304-
12/20/2018 13:11 Terminating +1-678-586-4075 _  +1-304-
12/20/2018 13:13 Originating +1-678-586-4075 _  +1-404-
12/20/2018 13:13 Terminating +1-678-586-4075 _ +1-404-
12/20/2018 13:52 Terminating +1-678-586-4075 _ +1-404-
12/20/2018 13:54 Originating +1-678-586-4075 _ +1-404-
12/20/2018 13:54 Terminating +1-678-586-4075 _ +1-404-
12/20/2018 13:56 Originating +1-678-586-4075 _ +1-404-
12/20/2018 13:56 Terminating +1-678-586-4075 _ +1-404-
12/20/2018 14:25 Terminating +1-678-586-4075 _  +1-404-
12/20/2018 14:30 Terminating +1-678-586-4075 _  +1-404-
12/20/2018 14:36 Terminating +1-678-586-4075 _  +1-404-




Username Phone;Number Phone;Ownership; From
jameszero +1;678-586-4075 2/5/2019 2018-12-20;05:00:00;UTC




Phone Call Verification

- Suspect informed of phone call verification requirement.

- Suspect registers and uses Atlanta area code number
via free service to conduct verification.

- Suspect called 32 times in 3 hour time period.

- This is why we recommend hanging up and calling
known number.



Suspect Communications






The are asking for %?



The are asking for %?




The are asking for %?

| need account for 22k ach payment yankee



The are asking for %?

| need account for 22k ach payment yankee

Us account



What about Internal Controls?

Remember Internal Controls..........

- A process that provides reasonable assurance that the objectives of
the organization will be achieved.

- Not one event, but a series of actions that occur throughout an
organization’s operations.



Internal Control Design

Control activities to help prevent fraud had been designed by the
agencies who process requests, such as:

- Separation of duties

- Documentation

- Independent verification
- Phone call verifications

Note: some of these are preventative controls which are preferred as they

prevent errors from occurring. As opposed to detective which detects
errors or irreqularities after it occurs.



Internal Control Takeaways

After a fraud or loss occurs, the internal control process should be
reviewed to determine if:

- Internal controls were designed properly, however, they were not
executed as designed.

- Design of the internal control system needs to be updated to mitigate
a risk that was discovered (i.e., reason the fraud or loss had occurred).



Internal Control Breakdowns

The loss occurred both from the way in which the employees executed
the controls and the control design:

- Errors in documentation went unnoticed (prior bank account number
off by one digit).

- Emails to perpetrators informing them phone call verification was
required.

- Phone call verification accepted from unknown number, not a phone
number on file.



Two convicted of cyber fraud scheme targeting
small business, private citizens

The Albany Herald, Ga.
September 18, 2024 - 4 min read

ATLANTA - Attorney General Chris Carr has announced that Ugochinyere
Anazodo, 46

Windermere NEWS

Man ordered to pay over $1

million in restitution after
scamming GA victims in cyber
fraud scheme

0060

By WSBTV.com News Staff
September 11,2024 at 1:36 pm EDT










OIG Spoofing Case Recovery

- OIG receives complaint from non-profit which receives state funding.

- Organization reported a loss via suspected BEC/spoofed email from
vendor.

« OIG confirmed the email address was one character different than the
correct email address.

- OIG contacted receiving financial institution and confirmed funds were
held and facilitated process of sending a "hold harmless" letter.

- Total amount of fraudulent EFT recovered in 30 days ($44Kk).



Internal Control Breakdowns?

- Employee who processed the request did not spot the incorrect email
domain.

- No verification conducted with vendor outside email communications prior
to bank information change.

- No communication with the vendor of the successful change of their
banking information.



Note on Loss, Jurisdiction, and Prosecution

- Recovery of stolen funds is a successful outcome.
- Often, suspects are outside our jurisdiction.

- Prosecution efforts are limited by investigative resources,
prosecutor resources, and loss amount.

- Discretion is used when pursuing criminal investigations.















13] Anticipated third party contract payments, finandal ald, and memos are NOT included in
this summary. For expected payments of Financial Ald grants, scholarships, HOPE, Perkins,
etc., go to the Award Payment Schedule,

For expected payments of Financial Ald Stafford/Unsubsidized/Service/PLUS loans go
to Stafford and Other Loans.

Summary

Account Balance: $10,741.00

Summer 2018

Detail Code Description Charge Payment Balance

ACFD Activity Fee $52.00 $52.00

ATHF Athletic Fee $0.00 $0.00/

UGAC Connect UGA Fee $20.00 $20.001

GREF Green Fee $2.00 $2.00
Health Fee $133.00 $133.00
Recreation Center Fee $10.00 $10.00
Spedial Institutional Fee $450.00 $450.00
Technology Fee $76.00 $76.00
Transportation Fee $77.00 $77.00
Student Center- Facility $50.00 $50.00
Graduate -In-State Tuition $9,871.00 $9,871.00

Term Charges: $10,741 .00
Term Credits and Payments: $0.00
Term Balance: $10,741.00




Academic Transcript

This is not an official transcript. Courses which are in Pregress may also be included on this transcript.

[StudentiD_| date Mr. Kevin M Gregory
Home: Cell: (675) RIS 'ﬂ
Suminons: Other Phone: awrenceville GA 30046

Spring 2018 SCHEDULE

Click here for 3 priniable version
Meeting CRN Seetion  Course  Sess Course Title Hr Grd Instructor Location
Time

N/A 755G IT3661 Internet Working 3 Ocwig, B Ouline

Fall
Seizon
N/A 7994 OLB  BUSA3130 Business Information Center 1 Smistt, C  Online
Sesson

N/A 81300L] BUSA 3800 Full Srvy of Legal Env of Business 3 Childe, M Online -
Sevaon

N/A TI0L2 113440 Full Prio iples of interney E Murdock, Ouling -
Setuan M

ACADEMIC INFORMATION
wer 2016 Hours: 56.00
Last Term Enrolled pring
Last Term Accepted: GPAs Overall Last Term
Graduste 4 400  Fall2017
4.00
Camulative 4.00
Current Major(s): Master's in Technology ~ Academic Standing: Good Standing
Current )
Current Status: |'nrolied

mpus: Athens Campus

ACADEMIC HISTORY
Course Term Course Tifle Credit
Hours




Academic Transcript o

This is not an official Uanscript. Courses which are in progress may alse be included on this transcript.

Student ID Bicthdare: Bllagleklic
Home: Cell: (678) QIR IE
Business: Other Phone:

Email Email Address SO

Mr. Kevin Michael Gregory
Address

awrencevilie GA 30046

Spring 2018 SCHEDULE

Click here for a printable version

Meeting CRN Section Course Sess Course Title Hr Grd Instrector Location
Time
N/A 7955 G 113661 Foll Internet Working 3 Orwig, R Ouline
\‘{:'ijtﬁr
N/A /994 QLB BUSA3130 Full

Business Informiation Center

: Smant, C  Online
Sesson



Spring 2018 SCHEDULE

. for
Meeting CRN Section Course  Sess Course Title Hr Grd Instructor Location
Time
N/A 7955 G IT3661 Foll  Internet Working 3 Orwig, R Online
Session
N/A 7994 OIL.B BUSA3130 Full Business Information Center 3 Smaft, C  Online -
Session
NA  81300L] BUSA3800 Ful Srvy of Legal Env of Business 3 Childs, M Online -
Sesswon
N/A 7779 0L2 113440 Fell  Principles of inicme: 3 Murdock, Ounline -
Session M
e - - ACADEMIC INFORMATION 5 SR
First Term Fnrelled: Sununer 2016 Hours: 56.00
Last Term Enrolled: Spring 2018
Last Term Accepted: Summer 2016 GPAs UGA Oversll Last Term
Graduate 400 400 Fall 2017
4.00
Camulative 4.00

Curreat Major(s): Master’s in Technology ~ Academic Standing: Good Standing
Current Minasicl.



ACADEMIC INFORMATION

First Term Enrolled: Sunumner 2016 Hours: 56.00

Last Term Enrolled: Spring 2018

Last Term Accepted: Summer 2016 GPAs UGA Oversll Last Term
Graduate 400 400  Fall 2017

4.00
Camulative 4.00

Current Major(s): Master's in Technology ~ Academie Standing: Good Standing

Current Mine -
Advisor: EaSYSgNEINE Schedule an Current Status: I‘nrolied

appomtmeng

Advisor Emai:uga-cdu Campus: Athens Campus
Department: Inicrnet Technology

Advisor Location: Nesbint 5118

ACADEMIC HISTORY

Course Term Course Title Credit Grade
Hours



PRESS RELEASE

Former State of Georgia employee sentenced to five
years in federal prison for stealing $1.3 million
earmarked for citizens with disabilities

Thursdey. Decamber 1, 2022 Far Immediate Release

LS. Attornay's Offica, Northarn District of Georgia





















So how did this happen?

Was anyone reviewing data analysis trends
- Should the supervisory employees have noticed an increase in the
count or dollar amount of vehicle repairs (and more closely
reviewed the receipts and invoices related to vehicle repairs).

Was anyone reviewing supporting documentation
- Looking for missing or incomplete documentation (receipts)
- Were all items supported by documentation, such as material
costs and labor hours
- Remember SAO has a Payment Process Business Process Policy



So how did this happen?

Was anyone reviewing who was performing key tasks:
- Can one employee create repair orders, approve changes, and
finalize repair orders?

Was there any audit on past purchases or P-Card purchases.












Reporting Fraud, Waste, and Abuse within the Executive Branch

Additional Resources

File a State 016G Complaint

b1 Coargin Executive Brwnch, you can allernatin






